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(0 O O transport problem from the client's workstation to the server platform. The former is asystem problem and
falls under the category of system management. The latter is a connectivity problem and falls under network
management. We can generalize systemmanagement as the management of systems and system resources in the
network. Network management is concerned with network resources such as hubs, switches, bridges,touters, and
gateways, and the connectivity among them via a network. It alsoaddresses end-to-end connectivity between any
two processors [ not application processes] in the network. As we saw in Section 1.1, a network consists of
network components and their interconnections. The vendor who manufactures a network component or set of
network components is best qualified to develop a network management system for that product or setof products.
This involves getting the data from each instance of a component in the network to one or more centralized
locations and displaying its status on a network management system. For example, failure of a bridge would set up
an alarm in the network management system to alert the operations personnel of the failure. This would enable the
operations personnel to follow up on the problem and restore the service, even before the user calls in a
complaint.As we mentioned, each type of component is managed most efficiently by the respec tive management
system, a network management system manages all the components that are connected to a network. Again, it is
relatively simple for a vendor to develop a network management system to manage a network of components it
produced. However, a user, such as a global corporation, buys components from different vendors and
theinformation systems manager of the corporation has the responsibility to maintain the network of all vendor
components. This might require installation of multiple network management systems for an enterprise, or a
network management system that can manage multiple vendor components. Thus, a common management
system, as well as the integration of different management systems and their interoperability, has played a majorrole
in the network management arena in the past decade. Professional organizations andindustrial communities have
been establishing standards for this purpose, which are stillevolving. The two major standards are the Internet and
the OSI standards. We will lookat the former in detail in this book. A network management dumbbell architecture
for interoperability is shown in Figure1.23[0 a1 where vendor systems A and B exchange common management
messages. Themessages consist of management information data O e.g., the type, id, and status of managed objects
[0 and management controls (I e.g., setting and changing the configuration ofan object] The protocols and
services associated with the dumbbell architecture are presented in Figure 1.23[1 b[1 Application services are the
managementrelated applicationssuch as fault and configuration management. The management protocols are
CMIP for the OSI model and SNMP for the Intemet model. Transport protocols are the first four layers of the OSI
model and TCP/IP over any of the first two layers of the seven-layer OSI model.Figure 1.24 models a hierarchical
configuration of two network agents monitoring two sets of managed objects. A network management system

[0 NMSO is at the top of the hierarchy. Each network agent monitors its respective objects. Either in response to a
polled query from the NMS or triggered by a local alarm, the agent communicatesthe rel evant data to the NMS.
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