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[0 O The book is about number theory and modem cryptography. More specically] it is about computational
number theory and modem public-key cryptography based on number theory. It consists of four parts. The first
part[] consisting of two chaptersC] provides some preliminaries. Chapter 1 provides some basic concepts of
number theory[d computation theoryd computational number theoryd and modem public-key cryptography
based on number theory. In chapter 2[0 a complete introduction to some basic concepts and results in abstract
algebra and elementary number theory is given. [0 [0 The second part is on computational number theory. There
are three chapters in this part.Chapter 3 deals with algorithms for primality testingl] with an emphasis on the
Miller-Rabin test] the elliptic curve testl] and the AKS test. Chapter 4 treats with algorithms for integer
factorization including the currently fastest factoring algorithm NFS [0 Number Field Sieve[d [ and the elliptic
curve factoring algorithm ECM [ Elliptic Curve Method[ . Chapter 5 discusses various modem algorithms for
discrete logarithms and for elliptic curve discrete logarithms.lt is well-known now that primality testing can be done
in polynomial-time on a digital computer[] however[ integer factorization and discrete logarithms still cannot be
performed in polynomial-time. From a computational complexity point of view[J primality testing is feasible

(] tractable[] easy[] on adigital computerl] whereas integer factorization and discrete logarithms are infeasible

O intractabled hardO difficultC] . Of coursel] no-one has yet been able to prove that the integer factorization
and the discrete logarithm problems must be infeasible on a digital computer. [J [J Building on the results in the
first two partsC] the third part of the book studies the modem cryptographic schemes and protocols whose security
relies exactly on the infeasibility of the integer factorization and discrete logarithm problems. There are four
chapters in this part.Chapter 6 presents some basic concepts and ideas of secret-key cryptography. Chapter 7
studies the integer factoring based public-key cryptography includingl] among others[] the most famous and
widely used RSA cryptographyl] the Rabin cryptosystem[] the probabilistic encryption and the zero-knowledge
proof protocols. Chapter 8 studies the discrete logarithm based cryptography including the DHM key-exchange
protocol [ the world's first public-key system[] [0 the ELGamal cryptosystem[] and the US Government's Digital
Signature Standard 00 DSSO O Chapter 9 discusses various cryptographic systems and digital signature schemes
based on the infeasibility of the elliptic curve discrete logarithm problemd some of them are just the elliptic curve
analogues of the ordinary public-key cryptography such as elliptic curve DHMU elliptic curve E1Gamall elliptic
curve RSALI and elliptic curve DSA/DSS.
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