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Introduction 1.1 Fundamental Concepts 1.1.1 Confidentiality,Integrity,and Availability 1.1.2
Assurance,Authenticity,and Anonymity 1.1.3 Threats and Attacks 1.1.4 Security Principles 1.2 Access Control
Models 1.2.1 Access Control Matrices 1.2.2 Access Control Lists 1.2.3 Capabilities 1.2.4 Role-Based Access
Control 1.3 Cryptographic Concepts 1.3.1 Encryption 1.3.2 Digital Signatures 1.3.3 Simple Attacks on
Cryptosystems 1.3.4 Cryptographic Hash Functions 1.3.5 Digital Certificates 1.4 Implementation and Usability
Issues 1.4.1 Efficiency and Usability 1.4.2 Passwords 1.4.3 Social Engineering 1.4.4 Vulnerabilities from
Programming Errors 1.5 Exercises Physical Security 2.1 Physical Protections and Attacks 2.2 Locks and Safes 2.2.1
Lock Technology 2.2.2 Attacks on Locks and Safes 2.2.3 The Mathematics of Lock Security 2.3 Authentication
Technologies 2.3.1 Barcodes 2.3.2 Magnetic Stripe Cards 2.3.3 Smart Cards 2.3.4 RFIDs 2.3.5 Biometrics 2.4
Direct Attacks Against Computers 2.4.1 Environmental Attacks and Accidents 2.4.2 Eavesdropping 2.4.3
TEMPEST 2.4.4 Live CDs 2.4.5 Computer Forensics 2.5 Special-Purpose Machines 2.5.1 Automated Teller
Machines 2.5.2 Voting Machines 2.6 Physical Intrusion Detection 2.6.1 Video Monitoring 2.6.2 Human Factors
and Social Engineering 2.7 Exercises Operating Systems Security 3.1 Operating Systems Concepts 3.1.1 The Kernel
and Input/Output 3.1.2 Processes 3.1.3 The Filesystem 3.1.4 Memory Management 3.1.5 Virtual Machines 3.2
Process Security 3.2.1 Inductive Trust from Start to Finish 3.2.2 Monitoringl] Managementd and Logging 3.3
Memory and Filesystem Security 3.3.1 Virtual Memory Security 3.3.2 Password-Based Authentication 3.3.3 Access
Control and Advanced File Permissions 3.3.4 File Descriptors 3.3.5 Symbolic Links and Shortcuts 3.4 Application
Program Security 3.4.1 Compiling and Linking 3.4.2 Simple Buffer Overflow Attacks 3.4.3 Stack-Based Buffer
Overflow 3.4.4 Heap-Based Buffer Overflow Attacks 3.4.5 Format String Attacks 3.4.6 Race Conditions 3.5
Exercises Malware 4.1 Insider Attacks 4.1.1 Backdoors 4.1.2 Logic Bombs 4.1.3 Defenses Against Insider Attacks
4.2 Computer Viruses 4.2.1 Virus Classification 4.2.2 Defenses Against Viruses 4.2.3 Encrypted Viruses 4.2.4
Polymorphic and Metamorphic Viruses 4.3 Malware Attacks 4.3.1 Trojan Horses 4.3.2 Computer Worms 4.3.3
Rootkits 4.3.4 Zero-Day Attacks 4.3.5 Botnets 4.4 Privacy-Invasive Software 4.4.1 Adware 4.4.2 Spyware 4.5
Countermeasures 4.5.1 Best Practices 4.5.2 The Impossibility of Detecting All Malware 4.5.3 The Malware
Detection Arms Race 4.5.4 Economics of Malware 4.6 Exercises Network Security (0 5.1 Network Security
Concepts 5.1.1 Network Topology 5.1.2 Internet Protocol Layers 5.1.3 Network Security Issues 5.2 The Link Layer
5.2.1 Ethernet 5.2.2 Media Access Control (MAC) Addresses 5.2.3 ARP Spoofing 5.3 The Network Layer 5.3.1 IP
5.3.2 Internet Control Message Protocol 5.3.3 IP Spoofing 5.3.4 Packet Sniffing 5.4 The Transport Layer 5.4.1
Transmission Control Protocol (TCP) 5.4.2 User Datagram Protocol (UDP) 5.4.3 Network Address Translation
(NAT) 5.4.4 TCP Session Hijacking 5.5 Denial-of-Service Attacks 5.5.1 ICMP Attacks 5.5.2 SYN Flood Attacks
5.5.3 Optimistic TCP ACK Attack 5.5.4 Distributed Denial-of-Service 5.5.5 IP Traceback 5.6 Exercises 6 Network
Security 0 6.1 The Application Layer and DNS 6.1.1 A Sample of Application-Layer Protocols 6.1.2 The Domain
Name System (DNS) 6.1.3 DNS Attacks 6.1.4 DNSSEC 6.2 Firewalls 6.2.1 Firewall Policies 6.2.2 Stateless and
Stateful Firewalls 6.3 Tunneling 6.3.1 Secure Shell (SSH) 6.3.2 IPsec 6.3.3 Virtual Private Networking (VPN) 6.4
Intrusion Detection 6.4.1 Intrusion Detection Events 6.4.2 Rule-Based Intrusion Detection 6.4.3 Statistical
Intrusion Detection 6.4.4 Port Scanning 6.4.5 Honeypots 6.5 Wireless Networking 6.5.1 Wireless Technologies
6.5.2 Wired Equivalent Privacy (WEP) [0 [0 7 Web Security 8 Cryptography 9 Security Models and Practice 10
Distributed-Applications Security
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0000 OO0 Fingerprints have been used in forensic work since the mid-19th century to identify
criminals,but more recently,fingerprint scanners have been incorporated into electronic authentication systems as a
means of granting access to specific users.Unlike signatures,fingerprints are universal except in rare
cases,unique,easily collected and analyzed,and difficult to circum-vent,making them an effective biometric
characteristic.While fingerprints may change slightly over time,the degree to which they change does not affect a
biometric system's ability to identify the owner. Voice recognition does not score as well.While most people have a
voice and are willing to use it as a means of authentication, it is often not distinctive enough to differentiate from
another person's voice.In addition,the human voice changes significantly from year to year,and voice recog-nition
systems can be easily circumvented using a sound recording of an authorized user. Another common biometric
system uses a person’'s eyes as a unique characteristic. These types of scans satisfy
universality,distinctiveness,permanence,and collectability,and are very difficult to circumvent.Older systems
employ retinal scanning,which involves illuminating the eye with a bright sensor and capturing an image of the
blood vessels in the back of the eye.Many users find retinal scanning uncomfortable or invasive,and would prefer
other means of authentication.Iris scanning systems are generally better received,providing equally strong
authentication by taking a high-quality photograph of the surface of the eye. Other biometric systems are more
commonly used to identify people in public,rather than provide authentication for a select pool of users.
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