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PART ONE ACCOUNTING AND LEGAL FUNDAMENTALS FOR FORENSIC ACCOUNTING Chapter 1
Introduction to Forensic Accounting  What Is Forensic Accounting?  The Forensic Accountant
Knowledge and Skills of the Forensic Accountant  Opportunities in Forensic Accounting  Forensic
Accounting Organizations  Organization of ThisBook  Summary Glossary Review Questions Chapter 2
The Forensic Accounting Legal Environment ~ Roadmap to the Legal System  Civil and Criminal Procedures
The Legal System and Jurisdiction  Investigations and Trials Common-Law Crimes  Larceny
Burglary  Conspiracy = Embezzlement  Fraud (False Pretenses) ~ Robbery  Extortion  Arson
Solicitation  Aiding and Abetting  Federal Financial Crimes: The United States Code and Acts of Congress
18 USC 96: Racketeer Influenced and Corrupt  Organizations Act (RICO) 15 USC 78dd: Foreign Corrupt
Practices Act (FCPA) of 1977  The Sarbanes-Oxley (SOX) Actof 2002  Federal Computer Intrusions Laws
Summary Glossary Review Questions  Discussion Questions  Bill of Rights Chapter 3 The
Sarbanes-Oxley Act of 2002  Introduction  Overview, Enforcement, and Rulesand Regulations  The SEC
and the Sarbanes-Oxley Act  The Sarbanes-Oxley Act  Title 1--Public Company Accounting Oversight Board
Title 2--Auditor Independence  Title 3--Corporate Responsibility  Title 4--Enhanced Financial
Disclosures  Title 5--Analyst Conflicts of Interest ~ Titles 6 and 7--Commission Resources and duthority and
Studies and Reports  Title 8--Corporate and Criminal Fraud Accountability ~ Title 9--White-Collar Crime
Penalty Enhancements  Title 10--Corporate Tax Returns  Title 11--Corporate Fraud and Accountability
SOX Rules, Regulations, and Standards ~ Sarbanes-Oxley Compliance ~ The Federal Criminal Sentencing
Guidelines  The COSO Reports  The COBIT Standard ~ 1SO 27002  Comparison of the Various
Models for Control Practices  SOX 404 Compliance with Small Public Companies  Special Characteristics of
Small Public Companies ~ How Small Public Companies Can Compensate for Their Size [0 O PART WTO
FORENSIC ACCOUNTING TOOLSAND TECHNIQUES Chapter4 Forensic Science and Information
Chapter5 Information Security Chapter6 Forensic Auditing and InvestigationPART THREE FORENSIC
ACCOUNTING APPLICATIONS Chapter7 Financial Statement Fraud Chapter8 Employee Vendor and Other
Fraud against the Organization Chapter9 Tax fraud Chapter10 Bankruptcy Divorce and Identity Theft
Chapter1l1 Organized Crime and Terrorism Investigations Chapter12 Business Valuation Chapterl3 Dispute
Resolution and Litigation Services
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Great care and discipline must be exercised,for any mistakes are likely to lead to irre- versible loss of evidence. Step
100 Size Up the Situation In sizing up the situation.ask questions such as these[1 What type of incident is being
inves. tigated [

who are the likely perpetrators.and how sophisticated are they[]

which computers were likely used or affected[]

When did the incident probably happen]

The answers to each of these questions should be recorded in the forensic professional’s notes. How the questions
are answered will affect how the investigator proceeds. The serious- ness of the matter and the sophistication of the
perpetrator(] sI will have the largest impact on the approach taken.If the matter is already known to be serious

[ consideration should be given to immediately restricting access to the suspected computers and relevant areas,
and the issue should be discussed[] Uith law enforcement authorities.who could bring in criminalists to process the
crime scene.The forensic professional should never contami- nate a likely police crime scene.Of course.the forensic
accountant or computer forensic specialist could already be a member of law enforcement,in which case the
investigation will proceed after processing the crime scene if necessary. The degree of the perpetrator’s
sophistication is important because it suggests possible countermeasures that she could have put in place.Some
possible countermeasures are physical booby traps inside the computer,software.based self-destruct systems,and
encryption.The more sophisticated the perpetrators,the more likely it is that these coun- termeasures are in
place.The likelihood of countermeasures affects the degree of sophisti. cation applied to the investigation.As a
general rule,the most sophisticated available investigatory methods should be used unless there is good reason to
believe that unsophis. ticated perpetrators are involved. Step 2[0 Log Every Detail The forensic professional should
keep an accurate log of every step followed.It should contain precise details,including names,dates,times,and
computer serial numbers. Step 300 Conduct the Initial Survey In conducting the initial survey,the forensic
professional must immediately secure the site. including any offices and computers that could be relevant to the
investigation.It is alsO necessary to secure any computer servers,video security camera recordings,computerized
phone records,centralized e-mail databases,relevant paper files,and so on.The objective in securing the site is to
restrict access to it to those participating in the investigation(] it is especially important to deny access to possible
suspects. Any relevant computers and the immediate sites around them should be photographed. Items of
possible interest,such as sticky notes containing passwords,computer disks and so on,should be photographed
individually with number cards placed next to them.Eacb item should logged in the forensic specialist's notebook
with the date.time,and item num- ber.In situations judged to be serious enough,all investigators should wear plastic
gloves during the on.site investigation to avoid damaging possible evidence. Items collected should be placed into
tamper-proof evidence bags. These bags contm various features including serialized control numbers.removable
receipts With control numbers,tamper-proof seals,and chain-of-custody listings. Step 401 Assess the Possibility
ofOngoing UndesirableActivity If at the time of the investigation the computer could stiu be involved in some
crime Ot other actMtV of interest.
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